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Key Features

- Learn wireless penetration testing with Kali Linux, the latest iteration of Backtrack

- Detect hidden wireless networks and discover their names

- Explore advanced Wi-Fi hacking techniques including rogue access point hosting and probe sniffing

- Develop your encryption cracking skills and gain an insight into the methods used by attackers and the
underlying technologies that facilitate these attacks

Book Description

As wireless networks become ubiquitous in our lives, wireless penetration testing has become a key skill in
the repertoire of the professional penetration tester. The Kali Linux security distribution comes with amyriad
of tools used for networking attacks and detecting security loopholes.

Kali Linux Wireless Penetration Testing Beginner's Guide presents wirel ess pentesting from the ground up,
introducing al elements of penetration testing with each new technology. Learn various wireless testing
methodologies by example, from the basics of wireless routing and encryption through to detailed coverage
of hacking methods and attacks such as the Hirte and Caffe L atte.

What you will learn

- Create awireless lab for your experiments

- Sniff out wireless packets and hidden networks

- Capture and crack WPA-2 keys

- Discover hidden SSIDs

- Explore the ins and outs of wireless technologies

- Sniff probe requests and track users through SSID history
- Attack radius authentication systems

- Sniff wirelesstraffic and collect interesting data

- Decrypt encrypted traffic with stolen keys

About the Authors

Vivek Ramachandran has been working in Wireless Security since 2003. He discovered the Caffe Latte
attack and also broke WEP Cloaking, a WEP protection schema, publicly in 2007 at DEF CON. In 2011, he
was the first to demonstrate how malware could use Wi-Fi to create backdoors, worms, and even botnets.
Earlier, he was one of the programmers of the 802.1x protocol and Port Security in Cisco's 6500 Catalyst
series of switches and was also one of the winners of the Microsoft Security Shootout contest held in India
among a reported 65,000 participants. He is best known in the hacker community as the founder of

Security Tube.net, where he routinely posts videos on Wi-Fi Security and exploitation techniques.

Cameron Buchanan is an experienced penetration tester, having worked in a huge range of industries. Heis
also the author of Packt's Kali Linux CTF Blueprints.
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From reader reviews:
Brooke Jenkins:

Reading areserve tends to be new life style in this era globalization. With reading you can get alot of
information which will give you benefit in your life. Along with book everyone in this world can certainly
share their idea. Publications can also inspire alot of people. Many author can inspire their own reader with
their story or even their experience. Not only the storyplot that share in the textbooks. But also they write
about the data about something that you need instance. How to get the good score toefl, or how to teach your
young ones, there are many kinds of book that exist now. The authors on this planet always try to improve
their proficiency in writing, they aso doing some exploration before they write to the book. One of themis
thisKali Linux Wireless Penetration Testing: Beginner's Guide.

CharlesMcCreery:

Reading can called head hangout, why? Because while you are reading a book especially book entitled Kali
Linux Wireless Penetration Testing: Beginner's Guide your mind will drift away trough every dimension,
wandering in every single aspect that maybe unidentified for but surely will become your mind friends.
Imaging every word written in a publication then become one form conclusion and explanation that will
maybe you never get ahead of. The Kali Linux Wireless Penetration Testing: Beginner's Guide giving you
one more experience more than blown away your thoughts but also giving you useful details for your better
life within this era. So now let us demonstrate the relaxing pattern is your body and mind will probably be
pleased when you are finished reading it, like winning a casino game. Do you want to try this extraordinary
paying spare time activity?

Kori Pierson:

ThisKali Linux Wireless Penetration Testing: Beginner's Guide is great e-book for you because the content
that is certainly full of information for you who all always deal with world and have to make decision every
minute. This particular book reveal it data accurately using great arrange word or we can claim no rambling
sentencesinsideit. So if you are read the item hurriedly you can have whole factsin it. Doesn't mean it only
will give you straight forward sentences but tricky core information with beautiful delivering sentences.
Having Kali Linux Wireless Penetration Testing: Beginner's Guide in your hand like having the world in
your arm, information in it is not ridiculous 1. We can say that no e-book that offer you world inside ten or
fifteen second right but this reserve already do that. So , it is good reading book. Heya Mr. and Mrs. active
do you till doubt which?

Mindy Arredondo:

What is your hobby? Have you heard which question when you got scholars? We believe that that concern
was given by teacher for their students. Many kinds of hobby, Every individual has different hobby. And you
know that little person similar to reading or as examining become their hobby. Y ou must know that reading



is very important along with book as to be the factor. Book is important thing to include you knowledge,
except your current teacher or lecturer. Y ou get good news or update in relation to something by book.
Different categories of books that can you take to be your object. One of them is Kali Linux Wireless
Penetration Testing: Beginner's Guide.
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